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Silent Sentinel Limited reserves all the right. All in this manual including texts, pictures, diagrams, and
other contents belong to Silent Sentinel Limited. Without the written permission, no one shall copy,
photocopy, translate or disseminate all or part of this manual.

This manual is used as a guide. The photos, graphics, diagrams, and illustrations provided in the
manual are only used for explanation, which may be different from the specific product. Please refer
to the actual product. We try our best to make sure all the contents in this manual are accurate. We
do not provide any representations or warranties in this manual.

If you need the latest version of this manual, please contact us. Silent Sentinel recommends that you
use this manual under the guidance of professionals.

Version Control

Version Author Approver Date

1.0 Xueer Lin Matthew Short 15t May 2020
1.1 Xueer Lin Matthew Short 15t May 2020
1.2 Xueer Lin Matthew Short 19t May 2020
1.3 Xueer Lin Matthew Short 20t May 2020
1.4 Xueer Lin Matthew Short 215t May 2020
1.5 Xueer Lin Matthew Short 30t May 2020
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Prerequisites

Please refer to the help desk to ensure you have the latest version of the software applications
and user guides;

https://silentsentinelhelp.helpdocs.com/fixed-modum
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Configuring ONVIF Integration Service

Install Software

Step | Description Image

1. Locate the installer on the = W= i
provided USB stick or .
download from the Silent Etact AL

Sentinel help site.

7-Zip
CRC SHA
Pin to Start

Open archive
Open archive

Extract files...

W Edit with Notepad+ + Extract Here
§F Scan with Windows Defender. Extract to "SetupOnvifis x64_4.5.0 Rev2\"
& Share Test archive

Open with

Give access to

@ WinMerge

Restore previous versions

Send to

Add to archive..

Compress and email..

Add to "SetupOnifis x64 4.5.0 Rev2.zip.7
Compress to “SetupOnvifis_x64_4.5.0_| * and email

Add to “SetupOnvifis_x64 4.5.0_Rev2.2

Compress to "SetupOnvifis_x64 4.5.0_ Rev2.zipzip” and email
Cut

Copy
Create shortcut
Delete

Rename

Properties

2. Locate the Setup
application in the
extraction path.

W/ ONVIFis_x64 4.5.0 Setup

3. Run the installer and
follow the installation
process through to
completion.

' ONVIFis_x64 4.5.0

Installation Successfully Completed

Close

4, Open the shortcut
created on desktop.
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Click Import button to ONVIF Integration Service

import license file for

ONVlFIS A LicerTse information
License:

Import

k

v About

Select and import the

license file (.lic). IMPORT FROM

Note that each license is
tied to the hardware on
which it is activated. It

cannot be transferred to Offline Activated License file (.act)
any other PC.

m License file (.lic)

cancel

Note: if a laptop has been
purchased the license will
have been preactivated
against that laptop. If a
laptop was not
purchased, the license will
be saved on the provided
USB stick.

Bf Open

« ~ 4+ B s
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Activate the license.

Click yes.

Finish the activation.

CONFIGURATION GUIDE "

SILENT SENTINEL

VISION & MOTION CONTROL

ONVIF Integration Service

~ License information

License:

Activation:

Activate

LS

Delete License

ONVIFIS

Activation will tie the license to this P

ONVIF INTEGRATION SERVICE

e has been activated

ok k

Commercial in Confidence
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Add Thermal Video to RTSP Stream

J
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Step

Description

1.

Open up Onvif
Integration
Service (i.e.
ONVIFis).

Make sure the IP
Address is the
same as the PC'’s
IP Address.

Go to Video &
Audio Settings.

Click Add new
Media Source

Image

ONVIF Integration Service

~ Camera Settings

Video & Audio Settings
App Password
License information

About

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

DISPLAY1

v App Password

v License information

v About

Video Sources

Commercial in Confidence
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Tick Screen Area
and change
Name to
MODUM.

Have the Thermal
software opened
and running at
the back. Then
click Setup to
sketch the
streaming area of
the thermal
software.

Adjust the
highlighted area
to cover the
thermal video
display. Press
keyboard Enter
to save the area
data.

Click OK to finish
the Add Source
process.

CONFIGURATION GUIDE

ADD MEDIA SOURCE

N/

SILENT SENTINEL

VISION & MOTION CONTROL
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Click Test RTSP
on the main
window.

Select
MainStream and
press ok.

CONFIGURATION GUIDE

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

DISPLAY1

v App Password
v License information

v About

SELECT STREAM

Encoder Audio

H264

Name
MamStream
IoStream H2 64

I0StreamJpeq

PEg

A popup window
of the streaming
video of the
enclosed area in
step 4 should be
displayed.

Once verified,

press ok to finish.

15 11:44: 49

I SILENT SENTINEL

Resolution

584%RA0

VISION & MOTION CONTROL

cance

Status Dscomet €3 Setting

=135 11: 44: 50

Commercial in Confidence
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Add Daylight Video to RTSP Stream

Step | Description Image

1. Go to Video &
Audio Settings.

ONVIF Integration Service

v Camera Settings

. ~ Video & Audio Settings
Click Add new

Media Source

v App Password
v License information

v About

2. Tick Other and
select RTSP in the ADD MEDIA SOURCE

drop-down box.

Change Name to
Daylight.

validate Connection

Commercial in Confidence 11/26
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i 9“’ ?

Open ONVIF
Device Manager.

Application settings

User interface settings

Language H
|

Click the tool icon Showe wideo playback statistics

at the top right

i This could be because the E Wideo rendering fps 30
s r rvice agam r \_—%
corner to open = Open wehb in external browser [l
App/ication fete Moo o] Enable graphic annotation (vl
Settings. Events settings
Enable events subscription [w|

Set Video Event subscription type FullPaint if available H
Streaming Base Subscription port number ad =

5 disk ]
transport as TCP. ave events to dis O

Device cormmunication settings

Enable snapshots

Enable plugins

Kipod Nwa,

Use extended filter editor

7
(v)
O
O

Wideo streaming transport H

Open ONVIF sl m
Device Manager T o e
and open the ‘

daylight camera g::;mrgrw
live video. Copy TR
the RTSP link at e e

the bottom of the
display.

mﬂSﬂ1ﬁ1$l:§Www_1M_llwﬂm
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Paste the link in
Source URL.

User/Pass:
admin / admin

Resolution
1920*1080

Click Validate
Connection and
press ok to finish,

Click Test RTSP

Check if the pop-
up window
displays the
daylight video.

Once verified,
press ok to finish.

CONFIGURATION GUIDE

I SILENT SENTINEL

VISION & MOTION CONTROL

ADD MEDIA SOURCE

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

PLAY

. ’ 7 !
Daylight 70

v App Password
v License information

v About

Sta Dsconnect €3 Setting
186:586:28¢
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J

SILENT SENTINEL

VISION & MOTION CONTROL

Image

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

UM /' -
Daylight 70

v App Password
v License information

v About

Step | Description

1. Go to Video & Audio
Settings.
Click Add new Media
Source

2. Tick Combine and

select Pic in Pic in the
drop-down box.

Change Name to
Ti_Combine.

Medial: DISPLAY1
Media2: Daylight

Press ok to finish the
process.

ADD MEDIA SOURCE

Jalidate

Connectior

Commercial in Confidence
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Click Test RTSP

Check if the pop
window displays the
daylight and thermal
combined video.

Once verified, press
ok to finish.

CONFIGURATION GUIDE

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

Ti_Combine

+ Direct3C

v App Password
v License information

v About

N/

SILENT SENTINEL

VISION & MOTION CONTROL
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Step

Description

1.

Go back to the main
window of ONVIFis
and open Video &
Audio settings tab.

Select DISPLAY1 and
untick Enable.

Image
ONVIF Integration Service

v Camera Settings
~ Video & Audio Settings

Enable

v App Password
v License information

v About

Select Ti_Combine.

Change Motion
events to Enable.

Open Motion Event
configuration window
(click the tool bar next
to the drop-box)

ONVIF Integration Service

v Camera Settings
~ Video & Audio Settings

MODUM

7 O
L O

Daylight
Ti_Combine

/70

Select Audio

Disable

Enable

Combined Media
Direct3C ~

+ Test RTSP

v App Password
v License information

v About

Commercial in Confidence
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Set the event as
following:

Keyboard: Disable
Mouse click: Disable
Mouse move: Disable
API call: Enable

Press Close to finish.

CONFIGURATION GUIDE

CONFIGURE MOTION

Disable
Disable
Disable

Enable

I SILENT SENTINEL

VISION & MOTION CONTROL
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Open TCP port 80 in Windows Firewall

SILENT SENTINEL
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|

Step
1.

Description Image

Open Control Panel *

and select System
and Security

%

S~

G

Select Windows
Defender Firewall

Control Panel Home

System and Security
Network and Internet
Hardware and Sound
Programs

User Accounts

Appearance and
Personalisation

Clock and Region

Ease of Access

Control Panel

Control Panel

Adjust your computer’s settings

Security
mputer's status

Syste

Save backup copies of your files with File History

Back up and Restore (Windows 7

Network and Internet

View network status and tasks

/ Hardware and Sound

View devices and printers
A a device
Adjust commonly used mokbility settings

Programs

Uninstall 2 program

System and Security

Security and Maintenance
Rev

throug

System
View amount of RAM and processor speed

See the name of this computer

Power Options

Change battery settings | Change what the

File History

by Back up and Restore (Windows 7)
B

p and R Restore

ore (Windows 7)
Device encryption

Back up your recovery key
Storage Spaces

Manage Storage Spaces

Work Folders

Manage Work Folders

Administrative Tools
Free up disk space

@ View event lo
Flash Player (32-bit)

X
¥
@

@ Schedule

ve issues

Save backup copies of your files with File History

Defragment and optimise your drives

User Accounts
® Change account type

Appearance and Personalisation

Clock and Region

Change date, time or number formats

Ease of Access
et Windo:

58
-
®

Optimise v

@ Change User Account Control settings

h Windows Firewall

@ Allow remote access | Launch remote assistance

powerbuttonsdo | Change when the computer sleeps

Restore your files with File History

s from backup

@ Create and format hard disk partitions

Commercial in Confidence
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Select Advanced
Settings in the left
column.

® Windows Detender Fire.. X [

- ontrol Panel > System and Security > Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to your PC

Allow an app o feature through the Intemet or a network.
through Windows Defender
Firewall 5
o . o Private networks Not connected
& Change notification settings
@ Turm Windows Defender I o Guest or public networks Connected
Firewall on or off
© Restore defaults Networks in public places such as airports or cafés
Advanced sett
R Windouws Defender Firewall state: On
Troubleshoot m! ork - : _—
Incoming connections: Block all connections to applications that are not on
the list of allowed applications
Active public networks: = e
Notification state: Notify me when Windows Defender Firewall blocks a

new app

ee also
Security and Maintenance

Network and Sharing Centre

In the popup window,
select Inbound Rules
and click New Rule.

Windows Defender Firewall with Advanced Security

File Action View Help

e 2m = HBm
I bt Rrfes Name Group Profile A || Inbound Rules -
K3 Outbound Rules
B Connection Security Rules || @ Apple Push Service Al & New
%, Monitoring @ Bonjour Service Public F Files by Profile >
@ Bonjour Service Public
@ Bonjour Service Public Y Fiter by State »
@ Bonjour Service Public Y Filter by Group 4
@ DaVinci Resolve Public View »
@ DaVinci Resolve Public 3 et
@ DavinciResolve private || & Refres
@ DaVinciResolveBmdpaneld Private Export List...
@ DaVinciResolveDpdecoder Private Help
@ DaVinciResolveElements Private
@ DavVinciResolveEuphonix Private
@ DavVinciResolvell Cooper Private
@ DavinciResolveOxygen Private
@ DaVinciResolvePanel Private
@ DaVinciResolveQtdecoder Private
@ DaVinciResolveTangent Private
@ dpdecoder Public
@ dpdecoder Public
@ FINAL FANTASY XIV Public
FINAL FANTASY XIV Domain
@ FINAL FANTASY XIV Public
FINAL FANTASY XIV Domain
@ FusionScript services for Fusion Public
@ FusionScript services for Fusion Public
@ HP Device Setup (HP Photosmart 6520 se... Al
@ HP Network Communicator (HP Photos... Al
@ HP Network Communicator COM (HP P... Al
@ irayi Public
9 i Public
@ Microsoft lync Public
@ Microsoft Lync Public v
< >« >
New Rule..
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Select Port and dick

Next. Rule Type
Select the type of frewal ne to create

Steps:

¢ Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action ) Program

@ Profie Rule that controls connections for a program
@ Name ® Port

Rule that controls connections for a TCP or UDP port.

O Predefined:
@FrewallAPLdl -80200
Rule that controls connections for a Windows experence

() Custom
Custom rule.
< Back Next | Cancel
SN
Select TCP.
Protocol and Ports
Type 80 in Specific Specfy the protocols and ports to which this nile apples
local ports. Stope:
@ Rule Type Does this rule apply to TCP or UDP?
A @ Protocol and Ports @® TCP
Click Next. o O vop
@ Profie
il Does this rule apply to 3t local ports or speciic local pots?

) Al local ports

@® Specific local pots: ~ [39]
Example: 80, 443, 5000-5010

<Bad(Ca\cel

Commercial in Confidence 20/26


http://www.silentsentinel.com/

CONFIGURATION GUIDE '[ SII.ENT SENTINEI.

VISION & MOTION CONTROL

Select Allow the

connection and then Actinn
. Specfy the action to be taken when a connection matches the conditions specfied in the nile
click Next.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports
@) Allow the connection

@ Action This includes connections that are protected with |Psec as well as those are not

@ Profie
e () Allow the connection if it is secure
i This includes only s that have been auth d by using IPsec. Connections
will be secured using the settings in IPsec propesties and rules in the Connection Securtty
Rule node

Customize

() Block the connection

< Back ‘ Cancel

Select when this rle

applies (check all of Frome
Specfy the profies for which this rule applies
them for the port to

Steps:
always stay open) and prepe— Wi does $i i spph?
then click Next. @ Protocal and Podts
@ Action ] Domain
@ Profle Applies when a computer is connected to its corporate domain.
@ Name ] Private
Applies when a computer is connectad to a private network location, such as a home
or work place
] Public

Applies when a computer is connected to a public network location.

T L=
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Name with

“ONVIFis(TCP 80)” Name

and Finish. Specify the name and description of this nue.
Steps:

@ FRule Type

@ Protocol and Ports

@ Action

@ Profile Name

i LR e mm——————— ————————w |
Description (optional)

<mw
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N/

SILENT SENTINEL
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Step | Description Image
1. Open ODM.
Click the tool icon at the S
top right corner to open — e e
Application settings. - -
proonsne ==
2. Set Event subscription

type to Only PullPoint.

Set Base Subscription port
number to 80.

Click Apply to finish the
process.

User interface settings

Language |Eng|iih A
Showevideo playback statistics ]
Video rendering fps

Openweb in external browser I
Enable graphic annotation |
Events settings

Enable events subschption [

Only PullPaint [+

Y
w

Ewvent subscription type
Base Subscnption port number a0
Save events to disk |

Device communication sethngs

Enable snapshots

Enable plugin:

Kipod My

Use extended filter editor

Wideo streaming transport

Message Details|

Application settings x

Commercial in Confidence
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Click Refresh at the
bottom of Device list.

CONFIGURATION GUIDE

&

i i 14
Mame, location or address l Cancel
-

TCAM

Firmware V1.206R01-T100
Address  192.188.1.51
Location

Onvifis

Firmware 4.5.0

Address 192.168.1.170
Location LAPTOP-6HTIAITS

Unknown

Firmware
Address  192.1608.1.81
Location

VIVOTEK VSE8100-vw2

Firmware L J

N/

SILENT SENTINEL

VISION & MOTION CONTROL
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Test stream on ONVIF Device Manager

Step | Description Image

4. |I’1 ONVIF|S W|nd0W, go to ONVIF Integration Service
Camera Settings tab. Click
Start to start streaming.

~ Camera Settings

Video Sources

Video & Audio Settings

App Password

License information

About

NVIF Device

Youlogged in 5 admin [EPETY

5. Check video display

Device fist

Open Onvif Device e
Manager and select the —
device with PC/ONVIFis IP e

Unknown

address (in this case, P

Address 192.168.1.103
Location

192168.1.5). =

Firmware
Address  192.162.1.101
Location global

There should be three I :
video sources available:
Thermal, Daylight and
Combined.

ONVIF Device Mana

Click Live Video of all three
of them one by one. Check

Youlogged in as admin [EPTTY
«

Device fist

if the video is displaying e v
properly. —

Firmware.
Address 192168181
Location

Firmware.
Address 1921681101

W SUENTSENTNEL

5p://192.168.1 5554/ Onvifis/MODUM For_MainStream Token
= o) p 5554 DU inStres
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Device list

TaaM

Firmware V1.506R01-T100
Address  192.162.1.51
Location

Unknown
Firmware

Address  192.162.1.81
Location

Unknown

Firmware 4.1.1.0
Address  192.168.1.103
Location

VIVOTEK

Firmware
Address 1921621101
Location global

Youlogged in a5 admin

E|
1

W SUENTSENTNEL

I SILENT SENTINEL

VISION & MOTION CONTROL

o
2020-05-08 08:38:01

nwir

sy

rtsp//192.168.1.5:554/ Onvifis/Ti_Combine_For_ MainStream Token

Check motion alert (step 6-

9)

Select Events tab of the
ONVIFis device to display
all the motion events from
ONVIFis.

ONVIF Device Manager

You logged in as admin

Device list

Firmware V1.806RD1-T100
Address 192.168.1.51
Location

«

Unknown | MODUM Token: MainStream
Firmware
Address  192.168.1.81
Location
VIVOTER VS8100-v2 7 UL
Firmware
Address  192.168.1.45
Location global
| Ti Combine Token: Mainstream
I SUENTSENTINEL
Add Refresh

Identification
Time sett

Arrival time Topic Operation Source Key Data
103845 Source: MODUM State false
10:38:45 Source: Ti_Comb State false

Maintenance
Network settings

User management

tnsTVideoSource  Initialized
tnsT:VideoSource  Initialized

Certificates
Web page

Live video
Video streaming

Profiles

Live video
Video streaming

Profiles

Check AlarmService
Configuration for ONVIFis
interface

Double click
“ApplicationSettings.xml”
in the AlarmService
directory to open the
config file.

Set DeskCameralpAddress
and ApiTokenName to
what is previously
configured in ONVIFis
software (Onvif Integration
Services).

Noted that ApiTokenName
should be consistent with
the source that has motion
event enabled. The API

B~

[& Application Settings xml E3

|J- ApplicationSettings.xml

(2020 12:23 XML Document

xrmnl
2 [H<sett

-</5et

versi
ingsData xm

<FeverDetectionThreshold Centigrade>37.3</FeverDetectionThreshold Centigrade>

4 <SoftwareVersionMumber>1.8.0.0</SoftwareVersionNumber:>

5 <CsvDataFilePath>C:\Users\SILENT SENTINEL\Desktop\Thermal Software</CsvDataFilsPath>
(2 <CsvDataFileName>SaveData.osv</CsvDataFileName>

<LogFileName>AlarmServicelog. csve/LogFileName>

8 «DigitalBarriersEncoderIpAddress>192.168.1.104</DigitalBarriersEncoderIphddress>
S «DigitalBarriersEncoderPassword>password</DigitalBarriersEncoderPassword>

10 <DeskCameralphddress>192.168.1.5:80</DeskCaneralpAddress:>

11 CDEskCamEIanpiTokEnHamE>Ti_C0mbine_Token</DEskCamEIaBpiTUkEnNamE}

12 (DeakCamEIaHovemEntEventEeIiost>10D</DeskCameIaHovementEventPeIiostﬂ

13 <CsvFileReadhccessTimeoutMilliseconds>2000</CsvFileReadhcocessTimeoutMilliseconds>
14 <CavFileReadhccessRetryTimeMs>100</CsvFileReadAccessRetryTimeMs>

15 <NumberOfEventsToDisplay>1000</NunberOfEventaToDisplay>

16 <DeleteNewEventsFromCsvFile>trne</DeleteNewEventsFromCasvFilex

17 <MaxCavFileSizeBytes>1000</MaxnCavFileSizeBytes>

8 <MaxLogFileSizeBytes>3000000000< /MaxlogFileSizeBytess
<LogEntryMemoryQuensSize>500</LogEntryMemoryQueussSizes
<LogDiagnosticEvents>false</LogDiagnosticEvents>
<KeepCsvFilelLengthhAtZeroxtrue</KeepCsvFileLengthAtZero>

tingsData>

encoding="utf-8"7>

:xsi="http://www.w3.orq/2001/¥MLSchema-instance" xmlns:xsd="http://

Commercial in Confidence 26/26


http://www.silentsentinel.com/

CONFIGURATION GUIDE

N/

SILENT SENTINEL

VISION & MOTION CONTROL

token name can be found
in Configure Motion sub-
window.

Double click
AlarmServiceUi.exe in the
AlarmService directory to
run the Alarm Service
software.

T FOOTT T T I C W AT oo T I T

[5=] AlarmServiceli.exe

W Alarm Service

T

PR === = e

12/05/2020 0T:42

| Trimaer detection event I Detect events [ | Display events

CAUsers\SILENT SENTINEL\Desktop'202051 1\ IntelligentTemperatureScreeningSystem_MNolo

Log Entries | Camera Events

Version:  1.6.0.0

TITYTE T T

Application

I ST SENTINEL

o_V1.0.1D202005

Press Trigger detection
event button to generate a
simulation of fever alert.

Check the event log on
ODM. Each pressing of the
button should generate
two events, like in the
image.
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