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Silent Sentinel Limited reserves all the right. All in this manual including texts, pictures, diagrams, and
other contents belong to Silent Sentinel Limited. Without the written permission, no one shall copy,
photocopy, translate or disseminate all or part of this manual.

This manual is used as a guide. The photos, graphics, diagrams, and illustrations provided in the
manual are only used for explanation, which may be different from the specific product. Please refer
to the actual product. We try our best to make sure all the contents in this manual are accurate. We
do not provide any representations or warranties in this manual.

If you need the latest version of this manual, please contact us. Silent Sentinel recommends that you
use this manual under the guidance of professionals.

Version Control

Version Author Approver Date

1.0 Xueer Lin Matthew Short 15t May 2020
1.1 Xueer Lin Matthew Short 15t May 2020
1.2 Xueer Lin Matthew Short 19t May 2020
1.3 Xueer Lin Matthew Short 20t May 2020
1.4 Xueer Lin Matthew Short 215t May 2020
1.5 Xueer Lin Matthew Short 30t May 2020
1.6 Xueer Lin Matthew Short 19th Aug 2020

Commercial in Confidence



http://www.silentsentinel.com/

CONFIGURATION GUIDE '[ SII.ENT SENTINH.

VISION & MOTION CONTROL

Contents
e T E=Te U LT TP PPPPPPPPPPRt 4
(0oT oY dT={U T oY= d o <IN IF- o] o]« J SR RRUSRS 5
NETtWOIrK CONTIGUIAtION ... .uviii it e e et e e e et e e e e e ate e e e seasteeeesaasseeeeenssaseessssanaeannns 5
Setting Laptop IP Address; ......co.uiiiniiiiiii e aa 5
T I ]| Ol o 1ol Y-S 8
INstall Thermal VIEWEr SOFEWAIE .......uiiiiieiiie ettt ettt st e e s bt e e s e e e sabee e sabaeesabeeenes 8
Disable SCreen Saver / SIEEP IMOUES .......oeecviiieiee ettt e e etae e s ete e e s eaaeesaaeesaaeesnaeesabaeesasaeesseeenns 9
Set Laptop tO ‘BeSt PEIrfOrMaNCE’ .......ooo ittt et e e e e e e e e et e e e e seasseeeeensaaeeeennnanaeannns 10
Configuring Alarm SErviCe SOTLWAIE ........ciiiiiiie e e e e et e e s e eta e e e e e aa e e e e ssabaeeesennnaeeeeanns 11
Install Desktop RUNTIME PACKAEBE ..cccii it e e e e e e e e e s et a e e e e e e e s eennnnnananeeeaeeas 11
Install & configure AlarmService PACKET .......cocciiiii e e e e e e e e ara e e e e e 12
(0oT o) iT={U T o T gl DI=T S 0F: T o 1T o= PSRRI 14
INStall DESk CamMEra SOFtWAIE. ... .iii it e st e st e e s ba e e sbee e sbeeesaneeesaree s 14
Add Thermal Video tO RTSP SEr@aM ..ccciiuiiiiiiiiiiieee ettt ettt st e e sttt e e s st e e e s sareeeessneaeeesnnns 17
Add Daylight Video t0 RTSP SrEAM ......uviiiieiei ettt e e e s crtre e e e e e e s e e et e e e e e e e e e esnnnssareneeeaeeas 20
Add Thermal & Daylight Video to RTSP Stream as PiC-iN-PiC .....ccccccceieieiiiiiiiiei et 23
Set Up Motion Alert 0N DESK CAMEIA .....uuuieiieiieciiiieeiee e e e sesteee e e e e e e seataee e e s e e e s eesnnssaeseeeaeesennnssnneneeeeeens 25
Open TCP port 80 in WINAOWS FIr@Wall.......c..vuiiiiiiiiee ettt e et e e e s e e s e 27
Enable Event NoOtification 0N ODIM.......coouiiiiiiiiiee ettt e e s stae e e s saae e e e essnaeeessnnbaeeeenans 32
Test stream 0N ONVIF DEVICE IMANAGEN .....uuuuiuriiiieieiiieieieietetetererereaererareraeeeeeereeetereearaet—aeteeerereaerererrrrerarnre 34

Commercial in Confidence 3


http://www.silentsentinel.com/

CONFIGURATION GUIDE '! SII.ENT SEN"NEL

VISION & MOTION CONTROL

Prerequisites

Please refer to the help desk to ensure you have the latest version of the software applications
and user guides;

https://silentsentinelhelp.helpdocs.com/fixed-modum

Commercial in Confidence


http://www.silentsentinel.com/
https://silentsentinelhelp.helpdocs.com/fixed-modum

CONFIGURATION GUIDE

Configuring the Laptop

Network Configuration

In order to connect to the MODUM camera the Laptop / Desktop must have an IP address in the same

SILENT SENTINEL

'!'#'IRIHM & MOTION CONTROL

subnet as the MODUM Camera. The default values for the cameras are as follows;

Thermal:
e |P Address: 192.168.1.101
e Subnet Mast: 255.255.255.0

e Default Gateway: 192.168.1.1

Daylight:
e |P Address: 192.168.1.100
e Subnet Mast: 255.255.255.0

e Default Gateway: 192.168.1.1

Setting Laptop IP Address;

Celsius.

Select the Start Button and Type
A ) Al Apps Documents Web More ¥
Control Panel’. —_—

Best match

Control Panel

App
Apps
El NVIDIA Control Panel >
[B] Settings >
Intel® Graphics Control Panel >
Search the web
L control panel - See web results >
Settings (3)

Control Panel
App

=g Open

Recent

“ Network and Sharing Center
A Devices and Printers

% power Options

“d Recovery

& Device Manager
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Select Network and Sharing
Center.

= ~ 4 @8> Control Parel » All Control Panel ltems

Adjust your computer's settings

# Administrative Tools
W Color Management
A Device Manager

& File History
@ Internet Options

& Mouse

Pragrams and Features.
W Security and Maintenance
@ syre center

8 User Accounts

@ Wark Falders

W3 Autoplay
@ Credential Manager
= Devices and Printers

Flash Player (32-bit)

(] Java (32-bit)

&} Network and Shating Center

Recovery
P sound
B System

o Windows Defender Firewal

}2 Backup and Restore (Windaws 7)
7 Date and Time
@ Ease of Access Center
A Fonts
~ Keyboard
&4 Phone and Modem
B Region
& Speech Recognition
L. Taskbar and Navigation

W Windows Mability Center

sntrol Panel

View by: Small icons +

& itLocker Drive Encryption
[0y Default Programs

= File Explorer Optians

£ Indexing Options

B Mail (Microsoft Outlook 2016}

‘@ Power Options

& RemoteApp and Desklop Connectians
£ Storage Spaces
A& Troubleshooting

& Windows To Go

Select Adapter Options et and g e - :
- o ; » Control Panel > All Control Panel ltems > Network and Sharing Center ~ o Panel
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter setting:
Tange SovAnCed SRANg VPN - VPN Client Access type: Internet
settings Public network Connections: < VPN - VPN Client
Media streaming options
Unidentified network Access type: No Internet access
Public network Connections: ol Wi-Fi (SKYF2192)
Change your netwarking settings
i Set up  new connection or network
Set up a broadband, dial up, or VAN connectian; or sel up a router or access point
= Troubleshoot problems.
Diagnose and repair network problems, or get troubleshooting infarmation
See al
Internet Options
‘Windows Defender Firewal
Double Click on the relevant
4 % 5 Control Panel » Network and Intemet > Network Connections - o Search Networl nection
n etwo rk a d a pte r' Organize = Enable this network device  Diagnose this connection Rename this connection Change settings of this connection &= - 1 @
Bluetooth Network Connection
Naot connected
Bluetooth Device (Personal Area
Ethemet 3
Disabled
Npcap Loopback Adapter
.
- WPN - VPN Client
e T
&= PN
7 items 1 item selected -
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Double Click on ‘Internet

L

1 % » Control Panel * Network and Internet » Network Connections

. A4 4] Search Netw
Protocol Version 4 (TCP/IPv4). |
E e — - tion Rename this connection Change settings of this connection B - (I ° ]
U Ethemet 3 Properties E
o Networking Sharing
L [Pe—
I @ ExpressVPN TAP Adapter
3
This connection uses the following ftems.
B Cient for Microsoft Netwarks - E
) 58 Vhware Brdge Protocol |
¥ T Fie and Printer Sharing for Microsoft Networks E
W T Nocap Packet Drver (NPCAF) E
¥ QoS Packet Scheduler
fersion 4 (TCP/IPvd)
1 Microsoft Network Adapter Mutiplexor Protacol v
; g
Instal _ Uninstall Propetes
Description E
Transmission Control Protocol/intemet Protocal. The default I
wide area network protocol that provides communication 4
across diverse interconnected networks. 13
0K Cancel
w E
st Titems  1item selected
.
- S
Select the radio button named - |
s
’ H ’
Us the following IP address’. + % » Conrol Panel » Network an Iemet. » Nk Connectios o ® | P searchNetwork Comnectons
T - - ction Rename this connection Change settings of this connection =E- 0O @
. . . I Networking Sharing
Enter the information shown in .
. . Fl Internet Protocol Version 4 (TCP/IPvd) Properties x
the image to the right. |
, General
Th t IP settings assigned ically if your network supparts
I - this capability. Otherwise, you need to ask your network administrator
8 for the appropriate IP settings.
¢ ’ ( ’ | )
Select ‘Okay’ and the ‘Okay’ on § Obtanan dress aconatcay
| : (® Use the following IP address:
the sub menu. P (s 1 =
I ‘ Sybnet mask: 255.255.255. 0
| Defauit gateway: [192.188. 1 . 1
| Ne preview available,
[ Oftain DNS server address automatical
I (@) Usg the following DNS server addresses:
Preferred DNS server: 8.8 .8 .8
| Alternate DNS server: [
[ vaidate settings upon exit Advanced...
o] o=
7 items

1item selected

Commercial in Confidence


http://www.silentsentinel.com/

CONFIGURATION GUIDE

Install C++ Package

I SLENT SENTINEL

VISION & MOTION CONTROL

Step

Description

Image

1.

Locate the VC_redist.x86 package on the
provided USB drive,

OR
Download from the support website:

https://silentsentinelhelp.helpdocs.com/fixed-
modum/modum-software

» Metwork » vader » MNETDRIVE » PRODUCTIOM » FEVER SCANING

F

MName Date modified Type

‘_@ VC_redistxB6 13/04/2020 14:29 Application

Run the installer and follow the installation
process through to completion.

Microsoft Visual C++ 2015-2019
Redistributable (x86) - 14.25.28508

Setup Successful

You must restart your computer before you can use the software.

Restart Close

Install Thermal Viewer Software

Step

Description

Image

1.

Locate the Thermal_Software folder on the
provided USB drive,

OR

» Metwork » vader » NETDRIVE » PRODUCTIOM » FEVER SCANING

MName Date modified Type
. VC_redist.x86 13/04/2020 14:29 Application
Download from the support website: e "
https://silentsentinelhelp.helpdocs.com/fixed-
modum/modum-software
2. Copy the folder and paste to the C:\\ on the 1 TspC > 05
La to Name Date modified Type Size
p p Apps File folder
Dell File folder
Downloads File folder
Drivers File folder
ffmpeg File folder
HyvStreamTest_D20131203 File folder
HyvStreamTest_D20191203 (1) File folder
inetpub File folder
Intel File folder
MediaDatabase File folder
opency File folder
Perflogs File folder
Program Files File folder
Program Files (x36) File folder
SageBackups File folder
Users File folder
Visiondce File folder
Windows File folder
3 CrashDumpFile.dmp Memary Dump File 136 KB
[ mfcTo.dl Application exten... 952 KB
[ mfcTou.dil Application exten... 942 KB
[ msvcito.dil Application exten... S4KB
[ msverzon Application exten... 336 KB

Thermal_Software File folder
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Navigate to C:\\Thermal_Software on the
laptop

Right click on the file “‘Thermal_Viewer.exe’
and hover over ‘Send to’ then ‘Desktop
(create shortcut)’

> 05(C) » Thermal Software

RunTimelnstalier
4 Alarmiing
CamSearch.dil

Ry poed

IRNetSD4H
Tiberypta-1_1.dl
lipeur i

lssh-1_1.d1
openey_ealib3d2413.dll
openey_contib2413.dil

BB Scan with Windows Defender.

& Share

B Add o archive..
mgproc2413.dll B Add to “Thermal_Viewer.rar"
legacy2413.41l | B Compress and email

openey_mi2413.di

opency_nonfreedd13.dll

Pin to taskbar

Restore previous versions

Send to

Properties

BB Compress to - Thermal Viewsraar”an

d

> 0 Blustooth device

i Compressed (zipped) folder
B Desidtop (creste sharteut)
5 Documents

) Thermal_Viewer
vulkan- 1.4

| o sage0d (Mhnsion) (5)
| = DRAWINGS TERRY (\ivader\NETDRIVE) ()

Disable Screen Saver / Sleep Modes

Step

Description

Image

1.

Navigate to Start Bar, Settings, System, Power
& Sleep.

Set all options to ‘Never’.

& Settings

@ Home

| Find a setting

System

3 Display

9) Sound

: D Notifications & actions
" D Focus assist

Power & sleep

. O3 Battery

' 3 Storage

&

Tablet mode

o

Multitasking

Projecting to this PC

Shared experiences

B X B

Clipboard

> Remote Desktop

©

About

Power & sleep

Screen

On battery power, turn off after

I

Never

When plugged in, turn off after

Never

Sleep

On battery power, PC goes to sleep after

Never

I

When plugged in, PC goes to sleep after

I

Never
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Set Laptop to ‘Best Performance’

Step | Description Image

1. Navigate to the System Tray and Click
on the Battery Icon.

Set the slider to ‘Best Performance’

?:} 100% Fully charged

Power mode (plugged in): Best performance

- l
2 ¢

Best battery life Best performance

Battery settings

AP S NG 1528 B ‘
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Step | Description

1. Locate the windowsdesktop-runtime-3.1.4-
win-x64 package on the provided USB drive,

OR
Download from the support website:

https://silentsentinelhelp.helpdocs.com/fixed-

modum/modum-software

2. Run the installer and follow the installation
process through to completion.

Image

15 windowsdesktop-runtime-3.1.4-win-x64 19/05/2020 10:48 Application 53,204 KB

{3 Microsoft Windows Desktop Runtime - 3.1.4 (x64) Installer -

Microsoft Windows Desktop Runtime - 3.1.4 (x64)

Learn more about .NET Core

Documentation

Qinmlto Close

Microsoft Windows Desktop Runtime - 3.1.4 (x64)

Installation was successful

The following was installed at C:\Program Files\dotnet

- Microsoft Windows Desktop Runtime - 3.1.4 (x64)

Resources

Clqu J
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Install & configure AlarmService packet

Step Description Image

1. Locate AlarmService folder in the > ThisPC » 0S(C » Thermal Software 0519 » v B £ Search Thermal_Software_05

=

Thermal Software folder and open it. Neme ‘ Date mdifed Tpe Sie

. alarmRing File folder
’ AlarmService_1_8_0_0 File folder
d . CaptureBmp File folder
s o ini File folder
* RunTimelnstaller File folder
ice 180 i AlarmRing Application 3,251 KB
- [31 FamSaarch Al Annliratinn avtan SR KR
2. COnfigure path for thermal raw data » ThisPC » Desktop > AlarmService » AlarmService 1600 »
Mame - ~ Date modified Type Size
Images File folder

Micre: Excel C...

Open the AlarmService folder and open | @] aamsenicelogcsy
n) AlarmServiceli.deps.json

the file ApplicationSetting.xml with [ AlsrmServiceUil

File

Application exten.. 28KB
NOtePad++ or NOtePad. ¥ AlarmServiceli.dll.config ML Configuratio.. 1 KB
LE=| Alarmzennicelllexe Application
(%] AlarmServiceUi pplicati
& AlarmServiceli.pdb Program Debug D...
o AlarmServiceliruntimeconfig.json JSOM File

| | ApplicationSettings.xml AML Document
|4 CsvHelper.dil
| FeverDetection.dll

& FeverDetection.pdb

Application exten..
Application exten,,

Program Debug D...

Mewtensoft.Json.Bson.dll Application exten,.

Change the CsvDataFilePath to the

| Newtonsoft.Json.dll n exten..
Thermal_Software path. [ System.Net Hetp.Formettingdll ion exten.
[ System.MNet.HttpJson.di n exten..
|%] System,Text.Json.dil n exten,.
Application Settings xml E3
1 <?xml version="1.0" encoding="utf-8"2>
2 15 :x5i="http://www.w3.orq/2001/XMLSchena-instance" xmlns:xsd="htt

2 [E<SettingsData xm
3 <FeverDetectionThreshold Centigrade>37. 3<'/FE‘IEIDEt.EEt.iDnTnIEE:!Dld_CEntigIadE?:
a2 <SoftwareVersionNumber>1.8.0.0</S5oftwareVersionNumber>
5 <CsvDataFilePath>C: \Users\SILENT SENTINEL\Desktop\Thermal Softwared</CsvDataFileP,
& <CsvDataFileName>SaveData.esv</CsvDataFileName>
<LogFileMame>AlarmServicelog. csv</LogFileNams>
8 <DigitalBarriersEncoderIpiddress>192.168.1.104</DigitalBarriersEncoderIplAddress>
g <DigitalBarriersEncoderPassword>password</DigitalBarricrsEncoderPassword>
0 <DeskCameraIpAddress>192.168.1.5:80</DeskCamsralphAddress>
1 <DeskCamerafpiTokenNam=>Ti_ Combine Token</DeskCameraApiTokenNams>
2 <DeskCameraMovementEventPeriodMs>100</DeskCameraMovementEventPeriodts>
3 «CsvFileReadhccessTimeourMilliseconds>2000</CsvFileReadhccessTimeoutilliseconds:
4 «<CsvFileReadhccessRetryTimeMs>100</CsvFileReadAccessRetryTimsMs>
.5 <NumkerOfEventsToDisplay>1000</NunberOfEventsToDisplay>
-6 <DeleteNewEventsFromCsvFile>true</DeleteNewEventsFromCsvFiles
<MaxCsvFileS5izeByte, 000</MaxCsvFileSizeBytes>
8 <MaxLagFileSizeBytes>3000000000</MaxLagFileSizeBytess
G <LogEntryMemoryQueuesize>500</LogEntryMemoryQueusSizes
0 <LogDiagnosticEvents>false</LogDiagnosticEventss
1 <KeepCsvFileLengthhtZero>true</KeepCsvFileLengthhtZero>
2 L</SettingsData>

= ApplicationSettings xml E3

1 <?xml ver, ding="utf-8"2>

2 [He<SettingsData xml ttp: / /www. w3, orq/2001 /XMl Schema-instanee" xmlns:xsd="http://www. w3

3 <FeverDetectionThreshold_Centigrade»37.3</FeverDetectionThreshold_Centigrade>
<SoftwarsVersionNumber>1.8.0.0</SoftwareVersionNumber>
<CsvDataFilsPath>C:\Users\SILENT SENTINEL\Desktop\Thermal Software</CsvDataFilsPacth>
Sta |n A I|Cat|0nsett|n Xml <CsvDataFileName>SaveData.csv</CsvDataFileName>

y p p g. . <LogFileName>AlarmServicelog.csv</LogFileName>
8 <DigitalBarriersEncoderIpAddress>192.168.1.104</DigitalBarriersEncoderIpAddress>

<DigitalBarriersEncoderPassword>password</DigitalBarriersEncoderPassword
10 <DeskCameralpAddress>192.168.1.5:80</DeskCameralphddress>
1 <DeskCamsrakpiTokenName>Ti_Combine Token</DeskCamerahpiTokenName>
12 <DeskiameraMovementEventPeriodMs>100</DeskCameradovenentEvent Periodts>

Set DigitalBarriersEncoderlpAddress t0 | = | ‘coriiiiccacocasrameouii1iasoonds 2000 CavEs 1oResdhcomasTamen s 11 sosonda>
<CsvFileReadAccessRetryTimeMs>100</CsvFileReadAccessRetryTimeMs>
192.168.1.103.

3. Configure setting for DB encoder

<NumberOfEventsToDisplay>1000</NumberOfEventsToDisplay>
<DeleteNewEventsFromCsvFile>true</DeleteNewEventsFromCsvEile>
<MaxCsvFileSizeByres>1000</MaxCsvFileSizeByress
<MaxLogFileSizeBytes>3000000000</MaxLogFileSizeBytess
<LogEntryMemoryQueueSize>500</LogEntryMemoryQuensSizes
<LogDiagnosticEvents>false</LogDiagnosticEvents>
<KespCsvFileLengrhAtZero>true</KeepCsvFileLengrhAtZero>
L</SettingsDatas

Set DigitalBarriersEncoderPassword to
password

Save the file.
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Configure setting for DeskCamera

In ApplicationSetting.xml, set
DeskCameralpAddress to the PC's IP
address (in the image, it is
192.168.1.5), with port 80.

Set ApiTokenName to
Ti_Combine_Token.

Set
DeskCameraMovementEventPeriodMs
to 100.

Save the file.

[ Application Settings xml 3

1 <?xml version="1.0" &

oding="utf-8"2>

"http: //www.w3.org/2001/¥MLSchema-instance" x xsd="http://
<FeverDetectionThreshold Centigrade>37.3</FeverDetectionThreshold Centigrade>

4 <SoftwareVersionNumber>1.8.0.0</SoftwareVersionNumber>
<CsvDataFilePath>C:\Users\SILENT SENTINEL\Desktop\Thermal Software</CsvDataFilePath>
weData.csv</CsvDataFileName>
<LogFileName>AlarmServicelog.csve</LogFileNams>
<DigitalBarriersEncoderIpAddress>192.168.1.104</DigitalBarriersEncoderIpiddress>
<DigitalBarriersEncoderPassword>password</DigitalBarricrsEncoderPassword>
<DeskCameralpAddress>192.168.1.5: 80</DeskCaneralphddress>
<DeskCameraApiTokenName>Ti_Combine Token</DeskCamerafpiTokenName3>
<DeskCameraMovementEventPeriodMs>100</DeskCameraMovementEvent Periodiss|
<CsvFileReadAccessTimeoutMilliseconds>2000</CsvFileReadhccessTimeoutMilliseconds>
<CsvFileReadAccessRetryTimeMs>100</CsvFileReadhccessRerryTimeMs>
<NumberOfEventsToDisplay>1000</NunberCfEventsToDisplay>
<DeleteNewEventsFromCsvFile>true</DeleceNewEventsFromCsviiles
<MaxCsvFileSizeBytes>1000</MaxCsvFileSizeBytess
<MaxLogFileSizeBytes>3000000000</MaxlogFileSizeBytess
<LogEntryMemoryQueusSize>500</LogEntryemoryQueusSizes
<LogDiagnosticEvents>false</LogDiagnosticEvencss
<KeepCsvFilelengthAtZero>true</KeepCsvFilelengthitZeros

22 L</SettingsData>

Configure setting for CSV size
management

Set DeleteNewEventsFromCsvFile to
true.

Keep the rest parameters the same as
picture.

Save the file.

[& ApplicationSettings xml E3
1 <?xml version="1.0" encoding="utf-8"2>
2  [F<SettingsData xmlns:x ttp: //www.w3.org/2001/XMLSchena-instance" xmlns:xsd="http://www.wi
3 <FeverDetectionThreshold Centigrade>37.3</FeverDetectionThreshold Centigrade>
4 <SoftwareVersioniumber>1.8.0.0</SoftwarsVersionNumber>
5 <CsvDataFilePath>C:\Users\SILENT SENTINEL\Desktop\Thermal Software</CsvDataFilePath>
3 <CsvDataFilslame>SaveData.osv</CsvDataFilsName>
<LogFileName>AlarmServiceLlog. esv</LogFileName>
<DigitalBarricrsEncoderIpAddress>192.168.1.104</DigitalBarriersEncoderIpAddress>
E <DigitalBarriersEncoderPasswords>password</DigitalBarriersEncoderPasswords
10 <DeskCameralpAddress>192.168.1.5:80</DeskCameralphddress>
11 <DeskCameraipiTokenName>Ti_Combine_Token</DeskCameraBpiTokenNams>
12 <DeskCameraMovemsntEventPeriodds>100</DeskCameratovementEveantPeriodts>

1 <CsvFileReadhccessTimsoutMilliseconds>2000</CsvFileReadhcoessTinsouttilliseconds>
<CsvFileReadAccessRetryTimeMs>100</CsvFileReadhccessRetryTimeMs>
<NunberCfEventsToDisplay>1000</NunberOfEventsToDisplay>
<DeleteNewEventsFromCsvFile>EBld</DeleteNewEventsFromCsvFiles

1 <MaxCsvFileSizeBytes>1000</MaxCsvFileSizeBytes>

18 <MaxLogFileSizeBytes>3000000000</MaxLogFileSizeBytes>

E <LogEntryMemoryQusussize>500</LogEntryMenoryQuenssize>
<LogDiagnosticEvents>false</LogDiagnosticEvents>
<KespCsvFilelengthAtZsro>true</KespCsvFilslengthAtZeros

22 L</settingsData>

Double click AlarmServiceUi.exe to
start running at the background.

[#=] AlarmServicelli.exe

Commercial in Confidence 13


http://www.silentsentinel.com/

Configuring Desk Camera

Install Desk Camera Software

CONFIGURATION GUIDE

|}

SILENT SENTINEL

VISION & MOTION CONTROL

Step

Description

1.

Locate the Onvifis installer
from the provided USB disk
or download from Silent
Sentinel help site.

Extract to to desired
directory (e.g. C://).

For Silent Sentinel supplied
laptop, extract to C://

Locate the SetupOnvifis
application in the extraction
path.

Run the installer and follow
the installation process
through to completion.

Image

Open
Open in new window

Share with Skype

Extract Al
7-Zip

CRC SHA

Pin to Start

Edit with Notepad+ +

Scan with Windows Defender...
& Share

Open with

Give access to

4 WinMerge

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

W/ ONVIFis_x64 4.5.0 Setup

' ONVIFis_x64 4.5.0

Installation Successfully Completed

¥ SetupOnvifis x64_4.5.0_Rev2

14/05/2020 10:58

Open archive

Open archive

Extract files...

Extract Here

Extract to "SetupOnvifis x64_4.5.0 Rev2\"
Test archive

Add to archive..

Compress and email...

Add to "SetupOnwifis x64_4.5.0 Rev2.zip.72"
Compress to “SetupOnvifis_x64_4.5.0_Rev 2" and email
Add to “SetupOnvifis_x64_4.5.0_Rev2.zip.zip"

Compress to "SetupOnvifis_x64_4.5.0_Rev2.zipzip" and email

Compressed (zipp... 82,453

Close

Open the shortcut created
on desktop.

mf

OMVIFis

Commercial in Confidence
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Click Import button to
import license file for
DeskCamera.

Select and import the
license file (.lic).

Noted that each license is
tied to the hardware on
which it is activated. It
cannot be transferred to
any other PC.

Note: if a laptop has been
purchased the license will
have been preactivated
against that laptop. If a
laptop was not purchased,
the license will be saved on
the provided USB stick.

CONFIGURATION GUIDE

ONVIF Integration Service
~ License information
License:

Import

v About

IMPORT FROM

m License file (.lic)

Offline Activated License file (Lact)

BF Open

s

I SLENT SENTINEL

VISION & MOTION CONTROL

cancel

Commercial in Confidence
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Activate the license.

Click yes.

Finish the activation.

CONFIGURATION GUIDE

ONVIF Integration Service

~ License information

License:

License period: 15 Days

Activation:

Activate

ONVIFIS

Activation will tie the license to thi

N/

Delete License

ONVIF INTEGRATION SERVICE

ense has been activated

ok k

SILENT SENTINEL

VISION & MOTION CONTROL
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CONFIGURATION GUIDE

Add Thermal Video to RTSP Stream

|}

SILENT SENTINEL

VISION & MOTION CONTROL

Step

Description

1.

Open up Onvif
Integration Service
(i.e. DeskCamera).

Make sure the IP
Address is the same
as the PC's IP
Address.

Tick the box “Use
port 80”.

Go to Video & Audio
Settings.

Click Add new
Media Source.

Image

ONVIF Integration Service

~ Camera Settings

v Video & Audio Settings
v App Password
v License information

v About

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

DISPLAY1

v App Password
v License information

v About

Video Sources

Commercial in Confidence
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Tick Screen Area
and change Name to
MODUM.

Have Thermal
software opened
and running. Then
click Setup to sketch
the streaming area
of the thermal
software.

Adjust the highlight
area to cover the
thermal video
display. Press
keyboard Enter to
save the area data.

Click OK to finish the
Add Source process.

CONFIGURATION GUIDE

ADD MEDIA SOURCE

]

SILENT SENTINEL

VISION & MOTION CONTROL
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Click Test RTSP on
the main window.

Select MainStream
and press ok.

A popup window of
the streaming video
of the enclosed area
in step 4 should be
displayed.

Once verified, press
ok to finish.

CONFIGURATION GUIDE

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

DISPLAY1

v App Password
v License information

v About

SELECT STREAM

Name Encoder Audio

MainStream H264
IbStream H264

105 g PEg

=135 11: 44: 49

I SLENT SENTINEL

VISION & MOTION CONTROL

Resolution

Decomrect € Setting

=13 11: 44: 350

Commercial in Confidence
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Add Daylight Video to RTSP Stream

CONFIGURATION GUIDE

|}

SILENT SENTINEL

VISION & MOTION CONTROL

Step

1. Go to Video &
Audio Settings.

Description Image

Click Add new
Media Source.

v About

2. Tick Other and
select RTSP in the
drop-down box.

Change Name to
Daylight.

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

PLA

MODUM

/70

v App Password

v License information

ADD MEDIA SOURCE

validate Conn

ection

Commercial in Confidence
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Open ONVIF
Device Manager.

Click the tool icon
at the top right
corner to open
Application
settings.

Set Video
streaming
transport as TCP.

CONFIGURATION GUIDE

CrE
L. “ 4

Application settings

Application settings ®

User interface settings

Language english
Showvideo playback statistics

I:ll

Wideo rendering fps

Openeb in external browser

] EI&

Enable graphic annotation

Events settings

Enable events subscription [v|

PullPoint if available| »|
Base Subscription port number a0 =

Sawve events to disk O

Event subscription type

Device communication settings

Enable snapshots

Enable plugins

Kipod My,

Use extended filter editor

ﬂl] ] <1<

M

Video strearming transport

]

SILENT SENTINEL

VISION & MOTION CONTROL

Open the daylight
camera live video.
Copy the RTSP link
at the bottom of
the display.

INVIF Device M.

You logged in as admin m

Device fist

TCAM

Firmware V1806R01-T100
Address 192168151
Location

VIVOTEK
Firmware V58100-VVTK-0102
Address  192.168.1,101

lobal

rupe/ 192.163.1.8):554/ videcwnput_1:0/h264_1/onvi.stm

Commercial in Confidence
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Paste the link in
Source URL.

User/Pass:
admin / admin

Resolution
1920*1080

Click Validate
Connection and
press ok to finish,

Click Test RTSP.

CONFIGURATION GUIDE

ADD MEDIA SOURCE

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

MODUN 4
Daylight 70

v App Password
v License information

v About

N/

SILENT SENTINEL

VISION & MOTION CONTROL

Check if the pop
window displays
the daylight video.

Once verified,
press ok to finish.

rendered: 48, dropped: 0, Ccuigient30.43; averageHpiion
i el
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CONFIGURATION GUIDE

Add Thermal & Daylight Video to RTSP Stream as Pic-in-Pic

|}

SILENT SENTINEL

VISION & MOTION CONTROL

Image

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

UM /' -
Daylight 70

v App Password
v License information

v About

Step | Description

1. Go to Video & Audio
Settings.
Click Add new Media
Source.

2. Tick Combine and

select Pic in Pic in the
drop-down box.

Change Name to
Ti_Combine.

Medial: DISPLAY1
Media2: Daylight

Press ok to finish the
process.

ADD MEDIA SOURCE

Jalidate

Connectior

Commercial in Confidence
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Click Test RTSP.

Check if the pop
window displays the
daylight and thermal
combined video.

Once verified, press
ok to finish.

CONFIGURATION GUIDE

ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

Ti_Combine

+ Direct3C

v App Password
v License information

v About

]

SILENT SENTINEL

VISION & MOTION CONTROL
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CONFIGURATION GUIDE

Set Up Motion Alert on Desk Camera

|}

SILENT SENTINEL

VISION & MOTION CONTROL

Step | Description

1. Go back to the main
window of Desk
Camera and open
Video & Audio
settings tab.

Select DISPLAY1 and
untick Enable.

2. Select Ti_Combine.

Change Motion
events to Enable.

Open Motion Event
configuration window
(click the tool bar next
to the drop-box).

Image
ONVIF Integration Service

v Camera Settings

~ Video & Audio Settings

Enable

v App Password
v License information

v About

ONVIF Integration Service

v Camera Settings
~ Video & Audio Settings

DISPLAY1
MODUM
Daylight
Ti_Combine

Auto

Select Audio
Disable

Enable

Combined Media

Direct3C Test RTSP

v App Password
v License information

v About

g Configure ON

Commercial in Confidence

25


http://www.silentsentinel.com/

Set the event as
following:

Keyboard: Disable
Mouse click: Disable
Mouse move: Disable
API call: Enable

Press Close to finish.

CONFIGURATION GUIDE '! SII.ENT SEN"NEL

VISION & MOTION CONTROL

CONFIGURE MOTION

Keyboard Disable
Mouse click Disable
Mouse move Disable

Enable
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CONFIGURATION GUIDE

]

Open TCP port 80 in Windows Firewall

SILENT SENTINEL

VISION & MOTION CONTROL

Step

Description

1.

Open Control Panel
and select System
and Security.

Select Windows
Defender Firewall.

Image

¢

&«

x4 8

Control Panel

View by

Adjust your computer’s settings

Sy af Security
Review your témputer's status
Save backup copies of your files with File History

Back up and Restore (Windows 7)

/

User Accounts
& Change account type

Appearance and Personalisation
Network and Internet

status and tasks

Clock and Region

/ Hardware and Sound Change date, time or number formats

Ease of Access

5L
<
3
®

S~ Programs

]| Uninstall a program

System and Security

R

Control Panel

System and Security

Control Panel Hi = :
o e Security and Maintenance

Revie: @ Change User Account Control settings

System and Security
Network and Internet

Win
Check firewal

Hardware and Sound
o through Windows Firewal

Programs

User Accounts ]

Appearance and
Personalisation

Clock and Region \;
“

Ease of Access

System

View amount of RAM and processor speed &) Allow remote access | Launch remote assistance

See the name of this

omputer

Power Options

Change battery settings | Change what the power buttons do  Change when the computer sleeps
File History

€} Save backup copies of your files with File History  Restore your files with File History

Back up and Restore (Windows 7)

Back up and Restor s7) Restor

s from backup
Device encryption

Back up your recovery key

Storage Spaces

Manage Storage Spaces

Work Folders
Manage Work F

olders

Administrative Tools
Free up disk space
@ View event logs

Flash Player (32-bit)

X
¥
L]

Defragment and optimise your drives

@ Schedule tasks

Category v

@ Create and format hard disk partitions
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CONFIGURATION GUIDE [ SII.ENT SENTINEI.

VISION & MOTION CONTROL

Select Advanced
Settings in the left
column.

® Windows Defender Fire. X [

« r ontrol Panel > System and Security > Windows Defender Firewal

b e e Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Intemet or a network.
through Windows Defender
Firewall .
. . o Private networks Not connected
& Change notification settings
@ Tum Windows Defender l @ Guest or public networks Connected
Firewall on or off
@ Restore defaults Networks in public places such as airports or cafés
Advanced sett
G vt Windows Defender Firewall state: On
Troubleshoot m! ork " : B
Incoming connections: Block all connections to applications that are not on
the list of allowed applications
Active public networks: N 1kan
Notification state: Notify me when Windows Defender Firewall blocks a

new app

Security and Maintenance
Network and Sharing Centre

In the popup
window, select
Inbound Rules and
click New Rule.

Windows Defender Firewall with Advanced Security

File Action View Help

L AR-Y oHE) o]
Y Job i By Name Group - prcfile || Inbound Rules -
Outbound Rules
B Connection Security Rules || @ Apple Push Service Al @ New
&, Monitoring @ Bonjour Service Public T Filter by Profile »
@ Bonjour Service Public
© Bonjour Service Public Y Filter by State *
@ Bonjour Service Public Y Filter by Group 4
@ DaVinci Resolve Public View »
@ DaVinci Resolve Public
@ DavinciResolve Pivate || G Refresh
@ DaVinciResolveBmdpaneld Private Export List...
@ DaVinciResolveDpdecoder Private Help
@ DaVinciResolveElements Private
@ DavVinciResolveEuphonix Private
@ DavVinciResolvelL Cooper Private
@ DaVinciResolveOxygen Private
@ DavVinciResolvePanel Private
@ DaVinciResolveQtdecoder Private
@ DaVinciResolveTangent Private
@ dpdecoder Public
@ dpdecoder Public
@ FINAL FANTASY XIV Public
FINAL FANTASY XIV Domain
@ FINAL FANTASY XIV Public
FINAL FANTASY XIV Domain
@ FusionScript services for Fusion Public
@ FusionScript services for Fusion Public
@ HP Device Setup (HP Photosmart 6520 se... Al
@ HP Network Communicator (HP Photos. Al
@ HP Network Communicator COM (HP P... Al
9 Public
@ irsyintell i Public
@ Microsoft Lync Public
@ Microsoft Lync Public v
< > < >

New Rule...
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CONFIGURATION GUIDE

Select Port and click
Next.

Rule Type
Select the type of frewal nie to create.

Steps:

¢ Rule Type
Protocol and Ports
@ Action
@ Profie
@ Name

Select TCP.

Type 80 in Specific
local ports.

Click Next.

Protocol and Ports

Steps:

Rule Type
Protocol and Podts
Action

Profie

Name

&

e & & &

What type of rule would you Ike to create?

© Program

Rule that controls iona for a prog:
® Port

Rule that controls connections for a TCP or UDP port.
O Predefined:

@FRrewallAP| dl -80200
Rule that controls connections for a Windows experence.

() Custom
Custom rule.

< Back

Specfy the protocols and ports to which this nue apples

Does this rule apply to TCP or UDP?

@® TCP
O vop

Does this rule apply to all local ports or specific local ports ?
) Al local ports

" New Inbound Rule Wizard X

i ] [ o

™ New Inbound Rule Wizard X

SILENT SENTINEL

VISION & MOTION COKNTROL

® Specific local ports: [sal

Example; 80, 443, 5000-5010

<BaokCa\eel
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Select Allow the
connection and
then click Next.

"' New Inbound Rule Wizard X

CONFIGURATION GUIDE '[ SII.ENT SENTINEI.

VISION & MOTION COKNTROL

Action
Specfly the action to be taken when a connection matches the conditions specfiied in the nie

Steps:
@ Rue Type What action should be taken when a connection matches the specified conditons?
(® Allow the connection

@ Protocol and Ports
@ Action : : p
This includes connections that are protected with |Psec as well as those are not

@ Profie
- ) Allow the connection if il is secure
w. i This includes only connections that have baen authenticated by using IPsec. Connections
mebemndumtmmhgslnlhecpmpaﬁesmmshm%mSewmy
node

Lustonsze

() Block the connection

<BaekCa\cel

Select when this
rule applies (check
all of them for the
port to always stay
open) and then
click Next.

™ New Inbound Rule Wizard X

Profile
Specfy the profies for which this rule applies

Steps:

@ FRule Type When does this rule apply?
@ Protocol and Ports

@ Action ] Domain
° Applies when a computer is connected to its corporate domain

Profie
@ Name ] Private
Applies when a computer is connected to a private network location, such as a home
or work place
] Public

Applies when a computer is connected 1o a public network location.

o | ][ e
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CONFIGURATION GUIDE '[ SII.ENT SENTINEI.

Name with
“ONVIFis(TCP 80)”
and Finish.

¥ New Inbound Rule Wizard X

Name
Specify the name and description of this nie.

VISION & MOTION COKNTROL

Steps:

@ Fule Type

¢ Protocol and Ports

@ Action

o Profle o)

o LT s —m, i
Description (optional)

< Back
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Enable Event Notification on ODM

CONFIGURATION GUIDE

I f SILENTSENTINEL

VISION & MOTION CONTROL

Step | Description Image
1. Open ODM.
. . Identification (%) Filters
CIle the tOOI icon m Eror duing events subscrpions - 7
at the top right onvif gy | o e Loy e e et e e -
Centificates Arrival time Topic Operation Source Key Data Message Details
corner to open Hehpage
Application ol £23
settings. i Lveideo
Video streaming
Wy senmme <
2. Set Event Application settings 4
subscription type to
on|y PullPoint or ser interface settings
Pullpoint if Language H
available. Showe wideo playback statistics J
YWideo rendering fps 30 %
Set Base Open web in external brovwser |
Subscription port Enable graphic annotation [w]
number to 80. _
Events settings
Click Apply to finish Enable events subscription [v|
the process Event subscription type |PuIIF'Dint if availahle|v|
Base Subscription port number | g0 %
Save events to disk -
Device communication settings
Enable snapshots [v
Enable plugins [v
Kipod M, [
Use extended filter editor O
Wideo strearning transport H
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Click Refresh at the
bottom of Device
list.

CONFIGURATION GUIDE

&

ice li 4
[ Mame, location or address ] Cancel
-

TCAM

Firmware V1.206R01-T100
Address  192.168.1.51
Location

Onvifis

Firmware 4.5.0

Address 192.168.1.170
Location LAPTOP-6HTI1AITS

Unknown

Firmware
Address  192.168.1.81
Location

VIVOTEK VS8100-w2

Firmware L J

]

SILENT SENTINEL

VISION & MOTION CONTROL

Commercial in Confidence

33


http://www.silentsentinel.com/

CONFIGURATION GUIDE

Test stream on ONVIF Device Manager

I SLENT SENTINEL

VISION & MOTION CONTROL

Step | Description

1. In Desk Camera Window,
go to Camera Settings
tab. Click Start to start
streaming.

2. Check video display

Open Onvif Device
Manager and select the
device with
PC/DeskCam’s IP address

(in this case, 192168.1.5).

There should be three
video souces avaliable:
Thermal, Daylight and
Combined.

Click Live Video of all
three of them one by
one. Check if the video is
displaying properly.

Image

ONVIF Integration Service

~ Camera Settings

icre

Video & Audio Settings
App Password
License information

About

Youlogged in as admin

Device list

Unknown
Firmware
Address 192.168.1.81
Location
Unknown

Fiemware 4110
Address 192.168.1.103
Location

VIVOTEK

Firmware
Address 1921621101
Location _global

Video Sources

2020-035-08 08:57:58
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CONFIGURATION GUIDE " SII.ENT SENTINEL

VISION & MOTION CONTROL

INVIF Device Manager v22.250

Youlogged in as admin

Device st Onvifis

TaAM

Firmware V1.306R01-T100
Address  192.162.1.51
Location

=

OnNviF

Maintenance
‘ nagement
entificates
LS s -
. 2020-0 o8 o8t
Address 192.162.1.81

Location

Unknown

Firmware 4.1.1.0
Address  192.168.1.103
Location

I SLEVTSENTIEL

192.168.1.5:554/Onyifis/Ti_Combine_For_MainStresm Token

g

SILENT SENTINEL
g

Check motion alert (step
6-9

Select Events tab of the

ONVIF Device Manager

Vou logged in as admin

& | Onvifis

Identification (<) Filters
Time settings
Maintenance

Source
Source: MODUM
Source: Ti_Comb

Arival time
10:3845
10:38:45

Topic Operation
State; false

State: false

tnsliVideoSource  Initialized

Network settings
User

Initialized

Certificates

DeskCam device to s 11 o
display all the motion — ===
events from DeskCam. = reyrats

W‘ [ SILENTSENTINEL

e | TiCombine_Token: MainStream
(/eI —
Add| Refresh |
4, Check AlarmService [ ApplicationSettings.cml 12/05/2020 12:23 XML Docurnent

Configuration for
DeskCam interface

Double click
“ApplicationSettings.xml”
in the AlarmService
directory to open the
config file.

Set
DeskCameralpAddress
and ApiTokenName to
what is previously
configured in Desk
Camera software (Onvif
Integration Services).

Note that ApiTokenName
should be consistent with
the source that has

& Application Settings «ml E3

<2xml v
2 El<SettingsData = ixsi="http: //www.w3.org/2001 /XMLSchema-instance" xmlns:xsd="http://
3 <FeverDetectionThreshold Centigrade>37.3</FeverDetectionThreshold Centigrade>
4 <SoftwareVersionNumber>1.8.0.0</SoftwareVersionNumber:
E <CsvDataFilePath>C:\Users\SILENT SENTINEL\Desktop\Thermal Software</CsvDataFilePath>
<CsvDataFileName>SaveData.csv</CsvDataFileName>
<LogFileName>AlarmServicelog. osv</LogFilelame>
8 «<DigitalBarriersEncoderIphddress>192.168.1.104</DigitalBarriersEncoderIpAddress>
] «<DigitalBarriersEncoderPassword>password</DigitalBarriersEncoderPassword:>
10 <DeskCameralpAddress>192.168.1.5:80</DeskCameralphddress:>
11 CDEskCamEIaApi.TokEnNamE}Ti_Combi.ne_Tokenc!DEskCamEIaApiTokEnNamE>
12 <DeskCameraMovementEventPeriodMs>100</DeskCameraMovementEvent E'eIi.od.H3>‘
ILE| <CsvFileReadAccessTimeoutMilliseconds>2000</CsvFileReadhccessTimeoutMilliseconds:>
1 <CsvFileReadhccessRetryTimeMs>100</CavFileReadAccessRetryTimeMs>
<NumberOfEventsToDisplay>1000</NumberOfEventsToDisplay>
16 «<DeleteNewEventsFromCsvFile>true</DeleteNewEventsFromCsvFile>
1 <MaxCsvFileSizeBytes>1000</MaxCsvFileSizeBytes>
18 <MaxLogFileSizeBytes>3000000000< /MaxlogFileSizeBytess
19 <LogEntryMemoryQueuseSize>500</LogEntryMemoryQuenssSizes
20 «<LogDiagnosticEvents>false</LogDiagnosticEventcs>
21 «<KeepCsvFilelengthAtZero>true</KeepCsvFilelengthAtZero>
22 -</SectingsData>
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CONFIGURATION GUIDE

I f SILENTSENTINEL

VISION & MOTION CONTROL

motion event enabled.
The API token name can
be found in Configure
Motion sub-window.

. S — — S
Double click (&) AlarmServiceUi.exe 12/05/2020 07:42 Application
AlarmServiceUi.exe in the —

W Alarm Service O

AlarmService directory to
run the Alarm Service
software.

| Trinaer detection event I Detect events [ | Display events

C:\Users\SILENT SENTINEL\Deskto

Log Entries | Camera Events

1202051 1\IntelligentTemperatureScreeningSy

Versiom:  1.6.0.0

G

ystem_Mologo V1.0.10202005

Press Trigger detection
event button to generate
a simulation of fever
alert.

Check the event log on
ODM. Each pressing of
the button should
generate two events, like
in the image.

Identification

Al Fitters

[m}

~

Time settings

Arival time Topic

10:33:16 tns1:VideoSource
O NnviIF User managemen 10:53:16 tnsT:VideoSource
Cettificates 10:53:16 tns1:VideoSource
Web page 10:55:34 tns1:VideoSource
10:35:34 tns1:VideoSource
prpm 10:35:36 tns1:VideoSource
10:55:36 tns1:VideoSource
I' Daylight_Token: MainStream 10:55:48 tnsT:VideoSource
Live video 10:55:48 tns1:VideoSource

Video streaming

Profiles

ti [v] Detectevents [ ] Display events

NT SENTINEL\Deskto

Operation Source Key Data
Initizlized Source: MODUM State: false
Initialized Source; Daylight, State: false
Initialized Source: Ti_Comb State: false
Changed Source: Ti_Comb State: true
Changed Source: Ti_Comb State: false
Changed Source: Ti_Comb State: true
Changed Source: Ti_Comb State: false
Changed Source; Ti_Comb State: true
Changed Source: Ti_Comb State: false

Version:  1.6.0.0

1202051 1\IntelligentTemperatureScreeningSystem_Nologe_V1.0.1020200508_1\n

[ SILENT SENTIKEL
PN weton et
MODUM _Token: MainStraam

Live video Log Entries | Camera Events
Video streaming

SIS

[ Ti.combine_Token: Mainstraam \
Live video
Video streaming
Profiles

SN
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